The 
Introduction
The emergence of Internet allows the development of new interaction business paradigms, commonly referred to either as e-Commerce or as e-Business. There are many other contexts where the use of communication networks and of distributed applications can be taken into consideration in order to offer new added value services to customers: some important initiatives for the definition of what it is commonly referred to as eGovernment have been undertaken in several countries.
In Italy, the need for a better coordination of efforts and investments in the area of government information systems has pushed, in 1993, the Italian Parliament to create the Authority for IT in the Public Administration (Autorità per l'Informatica nella Pubblica Amministrazione, AIPA) with the aim of promoting technological progress, by defining criteria for planning, implementation, management and maintenance of the information systems of the Italian Public Administration (PA) [2] . Among the various initiatives undertaken by AIPA since its constitution, the Unitary Network is the most important and challenging one. The project has the purpose of implementing a "secure Intranet" able to connect public administrations among them.
Besides the essential interconnection services (e-mail, file transfer, etc.) which are currently provided to public administrations as basic services, the more ambitious objectives of the Unitary Network will be obtained by promoting cooperation at the application level. By defining a common application architecture, the Cooperative Architecture, it will be possible to consider the set of distributed, yet independent systems of public administrations as a Unitary Information System of Italian PA in which each subject can participate by exchanging services with other subjects.
The Unitary Network and the related Cooperative Architecture are an example of a Cooperative Information System (CIS) [5] [9]; a CIS is defined as a large number of cooperating component systems distributed over large, complex computer and communication networks and working together cooperatively, requesting and sharing information, constraints, and goals. The technologies supporting this kind of systems are quickly growing, but the same is not true for the methodologies on how to develop them; moreover not many experiences on successful large cooperative systems have been reported.
A crucial problem, not yet completely addressed, is the cooperation of legacy information systems, and the challenge of managing an evolutionary architecture for the integration of very large heterogeneous systems.
As these systems were designed to support vertical applications, exporting their services requires substantial reengineering. Very often the owner organizations are tied down not only by the technological issues about the legacy architecture, but also by the internal organizational structure and by legal constraints; conversely the constraints imposed to an organization in order to cooperate with the others must be as loose as possible.
Therefore it is fundamental to establish an overall architecture, respecting the autonomy of the single organization; such autonomy concerns not only the reengineering of the technological systems according to each organization's schedule, but also the business process reengineering of the various administrative processes providing services to customers.
Another related issue is the establishment of a joint development process, which needs, on one hand, a strong coordination among the different cooperating organizations and, on the other one, it needs to leave as much autonomy as possible to the single organizations. This overall process needs to be iterative and cyclic, and to consider the different organizational constraints imposed by the presence of many organizations different in size, culture, evolution and management rules.
The aim of this paper is to describe the Cooperative Architecture and some methodological and architectural suggestions stemming from projects and experiences gained so far.
The Unitary Network
The need of a common infrastructure for interconnecting the information systems of different public administrations has been confirmed by the results of a general assessment on the use of information technologies in the Italian PA [3] [4] . The novelty of the investigation has been to focus not only on technological issues, but also on organizational ones, in order to identify the structure and the relationships among different organizational units; the investigation has been performed both on the units responsible for the computer-based information systems, and on the other units responsible for administrative processes. The investigation has been performed with a bottom-up strategy, leading to the identification of single administrative activities in specific organizational units. Such activities, when related in terms of causal relationships, give rise to macro-processes, that is sequences or aggregations of processes that have to be executed jointly in order to satisfy a service request from a customer. The high fragmentation of responsibilities, the frequent interruptions of processes inside an administration and the absence of cooperation among different administrations lead to the inefficient execution of macro-processes and provision of services.
The interruptions are implied by laws assigning to some other administrations the responsibility of actions and information necessary for the completion of the process. A typical macro-process starts in a public administration, then, either the workflow moves to some other administrations, or, during the execution of a specific task, the sequence of activities is interrupted to involve another administration. It has been evaluated that in about 40% of the cases the operator does not know all the information she needs in order to complete the process, therefore she needs to request such information to someone else. Currently most of the exchange of information occurs by using paper documents and often through ordinary mail; often this information is provided by the customer, that consequently plays the role of "messenger" among administrations.
As an example, Figure 1 shows a very fragmented macro-process, concerning the provision of aid to 
The Architecture
The architecture of the Unitary Network consists of three functional layers, as shown in Figure 2 • by using a middleware-based approach; that is a collection of business objects and components is first specified using an appropriate Interface Definition Language, then implemented in Cooperative Gateways, 1 In practice, the computing environment often includes mainframe-based legacy applications (e.g. in the Italian Social Security Service or in the Department of Justice). In other situations (e.g. in many small City Councils) it must be developed from scratch (there is no any information infrastructure other than simple office automation applications).
and finally made available to other Domains by deploying the Gateways as object/component servers, such as CORBA, COM+ or EJB servers [8] (mainly through protocols over TCP/IP, e.g. IIOP);
• by using a Web-based approach; that is the data are described and exported through XML documents and the exchange is carried out through standard Internet technologies and protocols (mainly HTTP);
• by using a traditional approach; that is the data and application services are described as procedural calls and the adopted technologies are the consolidated ones (e.g. file transfer, widespread proprietary protocols, TP monitors, etc.) 2 .
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First Experiences
During the last years some cooperative projects have been undertaken with the aim of validating the Cooperative Architecture; in Table 1 they are briefly described, highlighting their schedules and the adopted technologies and architectures.
The projects can be classified into proof-of-concept and core-business, that is the first projects are more targeted to the experimentation of innovative solutions in a small/medium set of administrations, the latter ones concern more widespread applications and critical processes of the Italian PA. They can be compared according to several dimensions, as shown in Table 2 ; the adopted dimensions point out the cooperative approaches and the trade-off between experimentation of new technologies and involved risks:
Cooperation Type. This dimension takes into consideration the different approaches that can be adopted for the design of Cooperative Gateways:
− Horizontal cooperation. In this case broad conceptual information and services are exported: they are not tied to specific business services and supporting applications, but rather they represent a general information model of the Domain. This approach aims at developing an "information bus" on top of which specific applications (such as portals) can be layered [10] .
− Vertical cooperation consists in exporting coarse grained services aiming at supporting specific applications for specific processes (e.g. the e-Payment Order project).
Interaction Type. The cooperation in the Italian PA can be targeted either to the Administration-toAdministration (A2A) exchange of data and services, or to the offering of Administration-to-Customer (A2C) services. Customers can be classified into end-users (e.g. citizens, companies) and broker officials (such as tax accountants, notaries, etc.), who in many administrative processes act as intermediaries for end-users; therefore it is possible to identify Administration-to-EndUser (A2U) and Administration-to-BrokerOfficial (A2B) sub-types of the A2C interaction. The horizontal cooperation can support both A2A and A2C types, as on top of the general information bus it is simple to develop specific client applications. Conversely in those projects adopting a vertical cooperation type, the choice about whether to support A2A or A2C applications must be taken since the early phases, as the specific nature of the produced interfaces.
Reference Model. Prior to and during the projects AIPA has defined a set of logical components as a reference model for the Cooperative Gateway:
− Query and transactional Update service of the information asset of a Domain;
− Event Notification service;
− Control & Management service (e.g. security, accounting, auditing, availability and fault control, QoS, etc.);
− Cooperative Interfaces, which export data and application services. Such interfaces can be designed as:
object schemas, XML schemas targeted towards the exchange of semi-structured data, traditional procedural calls;
− standard and possibly off-the-shelf middleware technologies, shown in Table 2 with the specific suites of protocols used for the exchange of data and the invocation of services.
As for the nature of the projects, the systems usually realize only a subset of the logical components. 
Lessons Learned
The experiences gained so far suggest some lessons; from them it is possible to derive some methodological suggestions for the development of complex CISs, which will be presented in the next section.
Risk. The core-business projects (e-Payment Order, SICC), in order to reduce the risk due to their complexity, are adopting a more conservative approach, by using traditional technologies and engineering approaches such as vertical cooperation and procedural interfaces; conversely the proof-of-concept projects, with less critical constraints, are more targeted towards experimentation of on hype technologies and therefore their technological risk is higher (e.g. Arconet prototypes failed). Moreover the core-business projects are more targeted towards qualities such as security, performance and reuse of existing solutions, whereas the proof-of-concept projects are more targeted towards qualities such as interoperability, modifiability and reuse of the new cooperative interfaces (horizontal cooperation).
Middleware-vs. Web-based.
Every time that the cooperation consists only in the simple exchange of data, a light approach (based on XML and standard Web technologies) seems more suitable, while, if the cooperation consists in services (applications supporting processes) a middleware-based approach seems better. The use of different engineering approaches (modeling techniques, technologies, etc.) must be considered as evolutionary, not exclusive. Currently most of the projects require simple data exchange, and the risk involved by the middleware-based approach is sometimes too high; but the more the cooperation paradigm will spread and the business process reengineering of the macro-processes will be pervasive, the more the cooperation will evolve from simple data exchange towards the invocations of complex applications services. In the meantime the current middleware and Web technologies will probably merge, in order to resolve some issues and to converge towards a standard suite of protocols 3 .
Client applications. The focus of this paper is about the back-end of the Cooperative Architecture, that is on the Cooperative Gateways. As regards the A2C interactions, looking at the deliverables of the various projects, the current practice has been to deploy either "fat" clients (i.e. traditional client/server applications) or "thin" clients (i.e. based on browsers and HTML). Even if in the case of A2B applications the use of fat clients is acceptable, the trend is that all the interactions with users (i.e. A2B and A2U applications) are carried out through the use of thin clients based on browsers. Horizontal cooperation, on top of which it is possible to layer both portals and back-end applications, offers the needed flexibility in the medium/long term, even if in the short term it is, due to the inherently top-down approach, less efficient than a vertical one. Currently some efforts are being undertaken in this direction, and the first result is the extraction of common functionalities, regarding network security, to be offered by the Gateways. This poor coordination is not a serious problem during the first experimental projects, but needs to be resolved in the long term; in the following section a proposal for a joint development process, addressing it, will be presented.
Cooperative development process.
Data Quality. The Cooperative Architecture relies on the exchange of data and services among different Domains. The possible poor data quality of the different sources hampers the effective use of the Cooperative
Interfaces, as discrepancies may arise and propagate among the different systems (as some cooperative projects, e.g. Arconet and SICAP, have shown). Therefore it is fundamental to consider the quality of the data to be exchanged, in order not to thwart the cooperative effort. This leads to introduce specific activities in which to address the data quality issue. As an example, in the RAE project, notification of events with a poor quality of the subject identity may lead to a low matching-ratio of the event with current data in the subscriber administrations. Currently the project is considering an once-for-all data cleaning activity on the stock.
A cooperative development process for the Italian e-Government
The absence of coordination among the different projects, as described in the previous section, leads to establish a joint process explicitly addressing the CIS development [8] . More specifically, the Unitary Network and the Cooperative Architecture promote cooperation through the exchange of data and services among the cooperating administrations. The current strategy of AIPA is to push each administration, in a bottom-up fashion, to export, in successive iterations, more and more of the available data and services, by following guidelines and common cooperative patterns. Therefore the availability of such data and services should stimulate the design of new cooperative services and the reengineering of the current macro-processes. This implies that, inside each administration, the development process is fed and put in action not only by the traditional activity of user requirement collection, but also, especially in the case of horizontal cooperation, by new inter-administration phases; in which the previous experiences and artifacts (e.g. schemas, architectures, etc.) are analyzed, reused and adapted, and new guidelines are produced.
Therefore it is necessary to set up a more complex development process [8] than the classical ones: the Cooperative Architecture can be considered as a global project to carry out as a coordination cycle, and the specific projects can in turn be considered as cycles to be made coherent with the external coordination cycle (as shown in Figure 3(a) ). The needed synchronization among the external coordination cycle and the internal ones consists in some joint phases, the output of which are either the reference documents providing the cooperative guidelines about architecture, approaches, schemas, or the common extracted software components.
technologies (such as the emerging technology of the XML application server and the use of XML protocols over TCP/IP such as SOAP). As an example, the evolution of the Unitary Network shows that a first coordination cycle was carried out by AIPA in the last few years, leading to the definition of the architecture based on Domains and Cooperative Gateways; at the same time, a task force, sponsored by AIPA, and composed of domain experts from the IT departments of different administrations, defined an UML-based specification document to be used for the deployment of the early systems (i.e. Arconet and SICAP). Currently a second coordination cycle is beginning: a new task force has been assembled with the aim of revising the previous architectures and possibly considering a broader use of XML as common language for the exchange of data among administrations, and a more intensive use of the Publish & Subscribe cooperative pattern. Some of the newer projects (e.g. RAE) are following these guidelines.
A possible design process (internal cycle), that each administration follows in its cooperative projects, is detailed in Figure 3(b) . Specifically, the output of the Design activity consists of:
− the Public Design Schema, i.e. the external schema made available to other administrations;
− the Private Design Schema, i.e. the internal schema used by the single administration to define the objects and components that are not visible from the outside (e.g. the objects in the wrapping layers).
The bottom-up development of the Cooperative Interfaces requires the set-up of a repository in which all the information about the interfaces (semantics, supporting public design schemas, handles for accessing them, etc.) must be managed. The repository should be intensively used during the cooperative development process, in order to reuse in new projects the interfaces previously produced. As an example, in the RAE project, the development of the repository of all the event definitions (expressed as XML DTDs) is scheduled: it will be accessed both by the infrastructure dispatching the events, and by the administrations when they publish and/or subscribe new events.
Conclusions
The constitution of AIPA, the initiative of the Unitary Network and, more recently (June 2000), a new action plan directly set up by the Government [7] , are the main steps of the Italian approach to e-Government. The definition of a common Cooperative Architecture, based on Domains and Cooperative Gateways, will promote the cooperation at the application level, beyond the simple interoperability services already provided.
In the last few years many projects, both specific of a single administration and cooperative, have been carried out; in this paper the most relevant among the cooperative ones have been selected and compared, basing on a few dimensions. From the gained experiences and from the comparison, some lessons learned and some guidelines about a new cooperative development process have been derived.
The development of the Cooperative Architecture, just started in the Italian PA, is the coordination project in which almost all the projects for the e-Government will find their framework. Next years will show its evolution and the benefits it will offer to the customers, through a complete reengineering of the macroprocesses servicing them; moreover it will offer the testbed for further research about Cooperative Information Systems.
